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INTRODUCTION

For decades, fraud information was difficult todj as companies would shy away from
the negative publicity associated with fraud (Atlreand Schmoldt, 1988). As a result of SAS
99, auditors now consider and test for fraud; piwoBAS 99, the auditor’s obligation was to
inform management if fraud was found during therady course of the audit (AICPA, 2002).
The use of non-financial performance measures ea@ s a tool for fraud discovery (Brazel,
Jones, and Zimbelman, 2009), which suggests thatlfscenarios are not always foretold by
mere numbers or financial statistics alone. Muah loe learned from a review of real world
fraud cases.

The analysis of fraud risk factors is a proactiudiatool in today’'s environment. The
current study used hindsight to analyze fraud faskors from a convenience sample of one audit
partner’s recollections of the financial institutad environment of credit unions. The first part
of the study used content analysis to uncover eimgtbemes in a sort of ethnographic study of
five fraud and five non-fraud stories pertainingtedit unions. Only after this part was
completed was a more grounded audit tool utilizeeXpand the qualitative study. The tool was
a published fraud risk assessment checklist thatapalied to the fraud stories. The research

guestion of interest in this study was how canfteguency and patterns of fraud risk factors tell

" The authors are, respectively, Visiting Assisfrtfessor at University of lllinois Springfield apeactitioner at
Lively, Mathias, & Hooper, Ltd.
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us about the likelihood of fraud in the form of apgropriation of assets? Secondly, what lesson
or moral of the story emerge that are relevanutiitars, management, and perpetrators?

An earlier study of prosecuted frauds focused eers industries, including financial
institutions as “only banks are required to regoniployee embezzlement” (Albrecht and
Schmoldt, 1988, 16). Cash embezzlement was fositldeamost common type of fraud,
followed by check forgery/alteration, fictitiousdins and misrepresentation. Suggestions for
limiting fraud opportunities included strengthenintgrnal controls, enforcing mandatory
vacations, and obtaining separation of duties.s €arly work is still relevant in contemporary
times, as the IRS discloses annual current exansplepiled from judicial court cases of
financial institutions fraud, with examples entagjiboth insiders and nonemployee examples
(IRS, 2010).

BACKGROUND
Fraud Risk Factors

Fraud risk factors are “events or conditions thdidate the presence of incentives or
pressures to commit fraud, opportunities to catytbe fraud, or attitudes/rationalizations to
justify fraud” (Carmichael and Griffith 2005, p. % onsideration of fraud risk factors
heightened due to the Sarbanes Oxley Act of 2002S#&E 99, which require managers and
accountants to become more aware and proactive &#had. Consequently, the fraud triangle is
a tool used by auditors to assess fraud risk fa@od to study fraud perpetration. Many times
auditors do not create their own fraud risk factorseach organization; however, they analyze
fraud risk factors through the use of an industriglg that incorporates the red flags. In addition,
the auditor must use professional judgment and taiaiprofessional skepticism when analyzing

the fraud risk factors.
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Incentives/ pressures are synonymous with motimadnd need. Motivation is “financial
pressures on employees such as medical bills geotlgétion payments, gambling debts, lifestyle
changes and etc.” (Grossman 2003, 40). Additionallgtivation/incentives are unfulfilled needs
(Hodson 1996) or situational risks that will befified by committing fraud (Wilks and
Zimbelman 2004). Incentives can be any reason wendtis personal or occupational for an
employee to improve a current financial situatiappearance, or job description by committing
fraud.

The Fraud Examiners Manual devotes a whole setdifinancial institution fraud,
identifying red flags, and highlighting internalntools. One of the internal controls identified
pertains to employee training (ACFE, 2006). A 1@8&ncial institution seminar warned
management to be aware of employees who:

“indicate that they have financial pressures, spevsonality changes,

demonstrate poor personal money management, ajgpleaiiving beyond their

means, have outside business interests, showaiginag or alcohol abuse,

indicate they have a gambling problem and give egadte answers when they

are asked about missing supplies, property or fufigtst, 1995, 46).

These aspects all appear to be incentives/ prestakemployees face. A truth about the
incentives/ pressures fraud risk factor is thaé ‘tlad news is that for one of the factors -
motivation- employers are essentially powerlesgb@man 2003, 40). To protect against fraud
employers cannot change their employees’ lifestiylégshey can make fraud difficult to commit
by taking away opportunities.

Opportunity is a “situational risk factor assoe@ivith circumstances which would

permit management to perpetrate a dishonest oddtant act” (Wilks and Zimbelman 2004,

13). Opportunity occurs when controls are weaktaecemployee is aware of the weakness, the

208



Journal of Forensic & Investigative Accounting
Vol. 4, Issue 2, 2012
employee has access to company assets, and theyemploes not perceive getting caught as a
risk (Grossman 2003; Hodson 1996). Consequentlyorpnity is a fraud risk factor in which
the organization holds responsibility.

Poor internal controls, lax management, an emgldying significant control over a
process, member/client complaints about shortagekaltered, missing or destroyed documents
are activities making an organization vulnerabl&aod (Britt 1995). In a recent KPMG fraud
survey, 65% of major frauds were perpetrated byiddals employed by the organization,
usually working alone, and these frauds generadé &f the losses (KPMG, 2010).

The final leg of the fraud triangle is rationalipais/attitudes, which can be the catalyst in
starting the fraud. Rationalization/attitudes ‘aigk factors indicative of an internal
characteristic, personality trait, or set of ethiadues that might lead management to knowingly
and intentionally commit a dishonest act” (WilkslaZimbelman 2004, 13). Rationalization can
extends beyond the management level to includengiloyees. Examples of rationalizations
employees contemplate are “everybody’s doing isjitess is business, I'll pay it back, they're
not paying me enough, nobody’s going to get hurit’®not for me; it's for my ...” (Hodson
1996, 2-3). Rationalization/attitude is the turnpant in the fraud scheme where the employee
is convinced that such actions are necessary amgptable for a specific reason.

With the publication in 2004, of COSO's ERM - Igtated Frameworkand the passage
of the 2002 Sarbanes Oxley Aend the increased awareness of examiners andteggl

financial institutions must attempt to manage frasll through the implementation and

" For more information on the COSO Enterprise Risinilgement - Integrated Framework of internal chrsee
executive summary information available free ofrgeaathttp://www.coso.org/-ERM.htm

* The Act, which stipulated internal control requients for management in Section 404 is availaiedview at
http:/fl1.findlaw.com/news.findlaw.com/cnn/docsfgush/sarbanesoxley072302. pdf
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maintenance of strong internal controls. “It isumdbent upon the directors and management of
every institution- not just publicly traded orgaaibns — to analyze their internal controls and
institute appropriate policies and proceduresghtlof the size, complexity, risk profile, and
resources of the institution” (Smith and Feder,2QDA). Strong internal control is the weapon

that management and the board of directors catouseter fraud.

RESEARCH METHOD

A qualitative research methodology for this stedynbines ethno-methodology and
content analysis. Derived from ethnography, ethmthimdology is an extensive study of a
specific cultural group in its natural setting (dgeand Ormrod, 2005). For this analysis there
were two groups: fraud and non-fraud institutioAsbenefit of ethnography is the richness of
“thick description” achieved by the researcher'smlanderstanding through observation,
recording, and analysis (Geertz, 1973). Contenllyaisais the meticulous inspection of a specific
body of material to identify emerging charactecstithemes, patterns, or biases (Leedy and
Ormrod, 2005). The actual summarized fraud andfrennd stories were the body of material
analyzed in this study.

An audit partner “Partner 1” selected a totalesf fraud and non-fraud cases that spanned
his 20 years’ experience as a firm partner. Sirangner 1 specializes in financial institution
audits, he chose ten financial institutions toeraite the stories, which were also audio-taped for
future analysis. Repeated listening of the stosias independently done by two experienced
auditors to summarize the stories, which are pteslen the next section, and for subsequent

analysis. Any italicized quotes in this study airect quotes from Partner 1. The written stories
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were generally reviewed to find emerging charastes, themes, patterns and biases, without
any pre-conceived classification scheme. Thesétseare presented in Tables 1 and 2.

Next, an industry assessment tool from the Pranéts Publishing Company (PPC) was
used as a grounded analysis tool. PPC is a wellkrauditing, accounting and tax guide
publisher and is commonly used by accounting amitiag practitioners. Parts of FCX-3a:
Financial Institution Fraud Risk Factors, an assesd tool from PPC’'S&uide to Audits of
Financial InstitutiongCarmichael and Griffith, 2005) were used in thigdy. The assessment
tool was completed for each fraud and non-fraudrfanal institution from the taped interviews.
Subsequently, Partner 1 reviewed the findings auga@ comments where necessary. The
assessment tool pertained only to misappropriatf@ssets fraud factors. The stories are
described and coded in this paper as A through Edad financial institutions and Al through
E1 for non-fraud. Frequency tables are presenteddoh fraud risk factor, as well as an overall
frequency table.

The following stories of fraud and non-fraud fic&al institutions have the names of
parties and identifying characteristics removethtntain client confidentiality. In addition all
guotes have been kept intact to each specificaltyi@able story; care was taken to ensure that
context was preserved for each story, rather thganaral sprinkling or mix of quotes
throughout the stories. General morals that calecktories are compiled from language used in
the telling of each story, although at the timehaf interviews, the partner would not have
known that the authors would later attempt to coenpiorals for each story from his words. In
all cases, the reader is provided with the diremtds as told by Partner 1. The story titles are

summary phrases selected by the authors, prinfarieader recall.
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FINANCIAL INSTITUTION AUDIT STORIES

Story A: Initial Audit Catches Overdraft Scheme Dore in the Name of Love

In financial institution A, the environment cortsid of a relatively small organization
which at the time the fraud was caught was undapies first external audit. The institution had
just reached an asset level between three to fill@mndollars, which requires an audit every
three years pursuant to state regulations. Theuneh had two full time employees and one
part time. The board of directors rarely offerethpensating controls for internal control
weaknesses, and the president continually compmlabeut the lack of attention she received
such as not getting pay raises.

As a result, the president committed the frauthaincial institution A. The president
was very experienced in the financial institutiodustry; however, she did not have any formal
upper level education. She was married, and hdydmegshad an addiction to having a neat and
germ free home and environment. Many times thednihad contractors at their home for
improvement jobs such as re-shingling their roargwther year and taking out old carpet and
re-install new carpet on a semi-annual basis. Aaldhily, the husband would only wear his
clothing one time and then discard the clothir&hé was bringing a new meaning to the words
‘for better for worse’.”Due to her husband"bizarre behavior”, the perpetrator felt financial
pressure.“He didn’t do anything wrong; she’s the one thaathlid the action.”

As president, the perpetrator’'s main responsibilias to approve the overdraft list on a
daily basis. The overdraft list consisted of theravawn members’ account numbers and the
amount overdrawn as of the specific date beingere®d. Interestingly, the president always

printed this list without names, even though theas an option for the report to be printed with
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names corresponding to the account numbers. Bespresident determined whether or not a
check/draft should be paid on the account of a negfobbstomer whose account was or would be
overdrawn. This determination was done by checkiegoalance in the member/customer
account and the recent activity to gain reasonasdeirance as to whether or not the overdrawn
check would be paid back by the member. Next, andraft fee would be applied. If the check
was not paid, then it was sent back to the depagsitistitution and marked insufficient funds.
The policy and fees were customary in the indusitiy were established by the board of
directors. Consequently, the president’s fraud passible due to a lack of segregation of duties
in approving and paying the overdraft list, whible board should have been checkifidne
regulators had missed it, they simply had not |lolokethe overdraft list.”

After the president’s financial life severely su#fd from her husband’s addiction, the
president started showing up on the overdraftTise president started approving the payment
of her own checks even though her account was oasrd and it was not reasonable to believe
that she would be paying back her overdraft innar future. The president was able to conceal
her fraud because she was the only person lookitigeaverdratft list, and if anyone else saw it
her name was not readily on the face of the Iisaddition, the board of directors and the
regulators never reviewed the overdraft list. Ohthe audit steps taken by the external auditors
was to test the overdraft list, which had an actowerdrawn approximately $65,000. The
auditors then asked for the names of the overdegounts. Next, the auditors and chairman
confronted the president. After confessing, thesiplent went to her father, who repaid the fraud
and fees to keep her out of jail. The presidengived a felony conviction, which made her not

bondable and unable to ever work again in a firnestitution. Additionally, she was ordered
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to pay $80,000 in restitution for the money shéestmd the accounting and legal fees that were
incurred due to her fraud.

Moral to Auditor“One thing an auditor should say is what kind ot bda | put on

today... You have a bigger broader responsibilityaose you're representing the

public. The public expects you to check things’out.

Moral to Managemeriit’'s not your money, it's everyone’s money. Yowd#o

be squeaky clean.”

Story B: Board Chairman’s Suspicions Help Find Frau

Financial institution B had four employees. Thstitution was so small that it did not
offer teller operations. If a member wanted to drdw money from his or her account, then he
or she would go to the institution and receive ec&h The membership of the institution was
municipal workers of a city, and many of the citgscounts were held at the institution. The
board of directors was made up of active and i¢tiry workers, who were not trained in the
financial institution industry and generally, ladkenderstanding of internal controls.
“Opportunity was just ripe for someone to do somethiHowever, the supervisory committee
chairman paid close attention to detail and latercted the auditors to suspicions of fraud.

Due to a lack of segregation of duties and a sstaff size, the president of the
institution was the only loan officer; thereforbgesoriginated, granted and disbursed funds for
loans with limited approval oversight from the loshahs a result, shecomplained all the time
about the board chairman and the board membersusscthey didn’t realize how hard she
worked.” By having complete control of the loan duties, phesident had a major opportunity.

Additionally, the president was the treasurer ef¢emetery board for the city and that account
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was held at the institution. From the auditor’'smpaif view, the president appeared to be well
liked at first. Partner 1 explains that feelingdaying“One of the things that | thought was very
peculiar was that the city employees [financiatitosion members] would constantly stop by the
credit union and shel[the president] would passgyh bags, flash lights, pens, and ice cream,
all kinds of freebies ... She was everybody’s buldg.couldn’t say no to anybody.”
Consequently, the president started making loahgteelf and relatives to cover massive
medical bills generated from her husband’s severdical condition. The financial burden of her
husband’s medical problems was the incentive akasdhe rationalization for her fraud. She
rationalized that she worked hard and needed numesfto ensure her husband’s care, and the
incentive/pressure to steal was the massive mebliésl Therefore, she would re-collateralize
and re-finance her own loans without board apprdaakddition, she would make loans to
relatives without the relatives’ knowledge and mthe loan signatureddow do you know this
signature is not the son-in-law’s™n one of the fraudulent relative loans, the pesidvaited
until a relative paid off a car loan and kept fitle to use as collateral on a fraudulent loan. Her
role as the cemetery board treasurer came intovghey she would make loan payments. She
would debit the account of the cemetery board &rlban payments and credit the amount
outstanding on her loan. The financial instituteord the city were both faced with
misappropriation of assets fraud. A board membmnier military, the overzealous typ#iat
to whom she had previously complained helped uncineefraud. He suspected that the
president had too many loans for the amount of jmghe was making.Therefore he contacted
the auditors about his suspicions. The auditorsecamand reviewed her loan files and found
numerous exceptions. In addition, they were ablaa&e a connection with the loan payments

being made from the cemetery account.
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The perpetrator did not receive any jail time, lha$ been forced to pay restitution on the
numerous loans she had setup. A felony convicsatill pending because the auditors had
difficulty getting the State’s Attorney to bringqameedings against her. Currently, the financial
institution is still pursuing legal action.

Moral to Auditor:“All that free stuff she gave all the time. Thhbsld have been

a signal to me. This gal’s too loose. Tryinguo the Board.”

Moral to ManagementAnd everyone loved [the president], and that’s not

necessarily an attribute of an environment withdyjadernal controls. Everyone

loved her, and no one was watching her.”

Story C: Complaints Explain the Large Deposits in Tansit

Financial institution C was the most profitableatifof the fraud firms in this study for its
asset size. The president was kind and very etlboalextremely weak. He believed in hands-off
managing, and could not run any of the daily dusiesh as making a loan or running teller
operations. The president was very reliant on agngployees, andhe couldn’t balance a teller
drawer if he had to and he couldn’t make a loandfhad td’ As a result, the employees were
not very willing to work hard because the presidantly did, which made the employees lose
respect for him. There was a love hate relationship with the empmey@nd management.”
Dissatisfaction with the president and the ingbtuigave way to rationalization.

The perpetrator had started at the institutioa ssler and through promotions moved up
to being in charge of the Visa card program. Thegteator constantly complained about the
president and her salary to the auditors, whiclhulshlbave been a red flag to the audito&heén

you see that much vocal disrespect for the bdsgrbbably a red flag that | [the auditor]
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should have paid more attention to. It's one thimglisrespect your boss, it's another thing to
disrespect them so much and open your mouth. Srendil didn’t catch it. And those are not
monetary things...”

The perpetrator was married and had one child hdsband never kept a stable job,
which resulted in them not having very much monéys caused the perpetrator problems
because she was very concerned with material itérhs.incentive was pure: | want to keep up
with the Joneses.”

As a result, the elementary nature of the visa pasdram became her opportunity.
Members would come in to pay their visa bill amcsi Visa was not integrated with the general
ledger, the teller would not run anything through tdrawer. The teller would collect the money
from the member and paper clip the money and the statement stub together and put it in a
basket. At the end of the day, all of the Visa stabd payments were collected from the baskets
and taken to the perpetrator. The following daypbrgoetrator would post the payments to
member accounts, call in the payments to Visathed make general ledger entries. The
institution would receive information a few daytelavia the mail and the perpetrator was told
the amount to be debited from the institution’srespondent bank. The perpetrator would then
take the money and deposit it into the corresponblank, so that it would be there when Visa
debited the account.

The perpetrator saw the opportunity when she fauidhat the general ledger was being
kept open for twenty days into the following moadile to the vice president’s difficulty in
reconciling correspondent bank accounts. As atigha perpetrator started a lapping scheme. A
lapping scheme is where the perpetrator stealyt®daposits and then replaces them with

tomorrow’s deposits. By nature, lapping schemdsafadrt as soon as the perpetrator does not
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have enough time or deposits to cover the schenidha perpetrator pays off the amount that
has been stolen. Since the general ledger waslopeger, the perpetrator had at most twenty
days to collect enough deposits to cover her sch@wer a ten-year period, the perpetrator
would steal and lap approximately $800 - $1,000rpenth totaling $108,000 over this period.

For ten years, the continuing audit partner mishexdifraud. He described the audit
failure by saying, 6ne of the auditing weaknesses that | thought babbtreally with myself and
is probably why I’'m more of a professional skepbdiday than most auditors is... familiarity
breeds contentment. You trusted these people ardoeatent with them.Partner 1 allowed
contentment and trust to cloud his professiongbskism.“She was Miss Bible Study. Song
leader at church. Always preaching Jesus, JesusetoShe really put it on me.”

The fraud had no financial measures indicatinggdduse the institution was still very
profitable, no members’ funds were ever lost, dredderpetrator was concealing her fraud.
However one major red flag became more apparethiedapping scheme progressed. At the end
of each month a deposit in transit was presenitattid not clear for fifteen to twenty days,
which raised a red flag becausenen things don’t clear timely ... we should ask why

During the audit the year before the fraud wauaced the auditor quizzed the
perpetrator about the length of time it took fag theposits in transit to clear. The auditor found
the length of time to be suspicious, but the pegbtet‘ranted and raved [about the ineffective
president discussed earlier] and she did it so mithe auditor] fell for it.” Additionally, the
fraudster would always reconcile those depositsainsit to the penny with the coinciding
member’s payments. As a result, the auditor trugtegerpetrator and missed discovering the
fraud for another yeatlt also begs this question of partner rotation...riPeer rotation on audit

jobs is a disadvantage to a small firm becauseganit necessarily do that...”
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The next audit year brought to light the fraudhesperpetrator was finally unable to
collect enough deposits at the end of the montoter her lapping scheme. In addition, the
month in which she was unable to lap enough moresytive final month of the audit year,
which resulted in an approximate $44,000 debihentisa in transit liability account. One of the
perpetrator’s family members had died at the ayehir-end forcing her to go to the funeral,
which was out of state. By doing so, the perpetraéal cut numerous days out of her twenty-day
window to lap. She was able to cover some of thelat the general ledger was closed before
she could collect enough deposits to cover thenaptal. The large debit immediately set off
red flags to the auditor. Once the audit startadl year, the auditor made it a point to tell the
perpetrator that he wanted to talk with her théofeing day about the large debit in the visa in
transit account. The auditor never had the chamgaéstion her the next day, because as she
was walking in to work she handed off her keys tellaw employee and told that employee to
tell management that she would not be in to wogkotuhearing that news, the auditor knew he
had struck a cord. Through minimal investigatiorféiend the lapping scheme that he had
missed for so long.

The perpetrator received one year in prison, finm@ths on house arrest, a felony
conviction, and an order to pay restitution in #meount that was not covered by the bonding
company, which was approximately $25,000. Thetaddiwork papers were scrutinized by a
forensic accountant from the bonding compdiways tell the truth in your work papersThe
forensic accountant was trying to quantify the ér@md prove the auditors’ negligence, but she
was unable to do so due to the auditor’'s documientétn this case, telling the truth and my
tick mark meaning exactly what it said probablyeshthe firm from being sued and our

careers.”
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Moral to Auditor:“This was probably one of our most profitable cbient didn’t
show up in the numbers.”
Moral to Managementisn't this the classic thing of why mandatory véica

time? She took a day here, a day there.”

Story D: Hiding the IT Override

Much like financial institution B, financial instition D did not have physical cash at its
facility. If members wanted money out of their agots, then they would receive it through a
check from the institution. The institution empldy@ur employees; therefore, it was difficult to
achieve segregation of duties. The president ointgution was by trade an accountant. She
had an abrasive personality when she talked to raesrand the auditors, and she had no
apparent passion for her work. Moreover, she waseped as lazy by employees, which was
brought on by her ongoing health problems. Hemlezs and health problems enabled her to
depend on others in the institution to do someenfduties. By doing so, she allowed an
environment of leniency and reliance to be credted example, the employees all knew each
other’s password on the computer. Additionally, sloild tell employees how to make critical
changes in the computer system, which is how #ngdfivas perpetrated. The board of directors
was uninvolved and rarely went to the financiatitntion. Partner 1 described the board’s lack
of involvement asthey had to be willing to walk up four flights sfeps and come from two to
four hours away.”

The financial institution controlled the printingé&mailing of member statements each
month, which is itself a risk because the statemeah be more easily manipulated by

employees. In addition, the institution’s compuggstem allowed for transactions to be hidden
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on monthly statements. Not understanding the iaterontrol weakness in revealing this
information, the president told all of the emplogyé®w to hide transactions on a member
statement if he or she had posted an error to ab@esmaccount. For example, if the employee
had put the member’s deposit in the wrong accondtead done it repeatedly by accident, then
the institution would hide that transaction sonmember did not see the mistake and become
mad. However, by revealing this information toetiployees, the president facilitated the
opportunity for fraud.

Consequently, one of the employees started piljanoney from several elderly
members who were in nursing homes and had moreffa000 in savings accounts. One of the
elderly members was a past board member. The patpethen hid the transaction on the
statement not only on her own computer but on erex\s computer, since she knew all of their
passwords:She did this on all four employees’ computers.yitvere all suspect. This even
occurred on the president’'s computer.”

At the time, the perpetrator was having financifflailties. Her husband was disabled,
and he did not have disability insurance. Therefdre perpetrator’s incentive was to support her
family. Additionally, she constantly complained abthe institution, which helped her
rationalize her actions. Over the course of leas time year, the perpetrator took in a range of
$70,000 to $100,000 from elderly members’ accoantsconcealed it by hiding the
transactions. This fraud could have been easilgltaihrough member complaints; however, the
perpetrator purposely picked a group of members widr@ less likely to study their statements
due to various reasons. The statements would teflecchanges in amount, but the withdrawing
transaction would not show. For example, if a memtiael $100,000 in an account and she stole

$10,000, the ending balance would be $90,000 ost#tement without any activity being
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shown. To make sure the statements printed frantdyleith the transactions hidden, the
perpetrator would change the mailing address oh ebthe statements she had altered to the
institution’s address. She received the returnatéstents, made sure the hidden fraudulent
transaction did not print, and then re-mailed tfa¢esnents herself. She checked the fraudulent
statements every time she stdhy did she need to see it fifteen times? ... Wdienconfessed
she said she had to see it, to have that confidératehe transaction did not print.”

By the perpetrator wanting to verify her concealtn#ére fraud was uncovered. One day
the president walked by the perpetrator’'s deskfandd several member statements that had
been returned to the institution, particularly enfer board member, who was in the nursing
home with a valid address. The president lookddeastatement and called the external auditors
due to her fear that fraud had occurred. All emp&s/were sent home that day and were locked
out of the institution until someone confessechsftaud. It was difficult for the auditors to
make a case since the perpetrator had done treattzons on everyone’s computer. After
stringent questioning, the perpetrator confessedddoard Chairman at three o’clock in the
morning. She also agreed to explain to the auditovs she committed her fraud. The
perpetrator was convicted of a felony and was fibtogpay restitution to the institution and the
bonding company. In addition, she filed bankru@sya result of her fraud being revealed. In the
bankruptcy proceedings, she was forced to payoaffi$ she had at the institution. Currently, she
is still paying on the loans.

Moral to Auditor:“This was a fairly sophisticated method of stealimigere you

hide the transactions. | confronted her for thérerday... They’re not going to

tell you about the fraud.”
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Moral to Managementit's bad when you only have four people. Almost

impossible. Don’t give employees override functibysu can.”

Story E: Night Deposit Allows Perpetrator to RemainUnseen

Financial institution E employed roughly fifteemttventy people. Even though the
institution had several employees, there wereiastiances when segregation of duties was not
being enforced. At this institution, the loan offits responsibilities were to grant and collect on
loans allowing the perpetrator an opportunity, hias“obviously a conflict of interest...you
can’t collect what you grant."The president was not educated enough to sewdjo internal
control weakness being allowe@&he was simply terrible...she had no ideas a result, the
loan officer was able to setup a fraudulent loath @wllect the disbursement himself.

The perpetrator owned several rental houses, & af them had become vacant all
around the same time. Thus, the perpetrator dithaad enough income to cover the mortgage
payments on the rental loans, which was the pexfoels incentive. Since the perpetrator was a
loan officer, he made a phony loan for $20,000, wie only needed $15,000, in the name of a
randomly picked person from the phone book. He migda phony social security number,
changed the city in the address of the personapktione book, and used that information to
falsify the loan documents. He made the loan foretban he needed, so that he could make
timely payments on the loan and limit his riskdeing caught. Next, the perpetrator made the
loan check out to himself and quit working at thstitution shortly thereafter. After leaving the

institution, the perpetrator went to ministry schaond became a pastor at a church.
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A few months later, the auditors came for the a@haudit. As part of an audit procedure,
the auditors controlled the mailing of the stateteeso that any statements with bad addresses
would come back to their office. Ironically, a statent for a loan came back with a bad address,
which was hard to believe since the loan was cturéena result the auditors requested the
institution to do a skip trace on the social sagurumber listed on the loan to track down the
correct address. A skip trace is a method of lagatnissing persons in which the institution
inquires of the credit bureau about a specificaa®curity number, and the credit bureau
returns the geographic locations affiliated withtteocial security number. After doing the skip
trace, the institution found out the social seguniimber was bogus because the credit bureau
had no information with the skip trace.

Coincidently, before the auditors had a chanceetovd their next plan of action, a man
came into the institution complainifigdon’t owe a damn thing"and about the phone calls and
letters he was receiving from the institution. Véhdloing the skip trace, an employee had noticed
that there was a man with the same address and amfisted on the loan note, but a different
city. Thinking the loan officer had mistakenly ghe wrong city, the employee started to try to
contact the man. The auditor overheard the mamigptaints and went and talked to him only to
find out that the man did not have a loan at tiséitution, was not a member and had no idea
why he was being contacted by the institution. Afezeiving a copy of the loan disbursement
check, the auditor was able to see that the cheskpaid to the order of the former loan officer.
In addition, the fraud was not detected in the payinprocess of the loan because the former
loan officer would make the payments in cash thhotng night deposit box. The payments were

timely, and the loan was never delinquent. Thpgeteator had rationalized that he was just
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borrowing the money and he would eventually pafliback even though his actions were
fraudulent.

The auditor then collected his evidence and wighassistance of the institution’s
attorney confronted the perpetrator. When confraritee perpetratdidenied it but, he started
sweating profusely... it was obvious he was guilfjné perpetrator was convicted of a felony
and ordered to repay the loan, legal and accoufeeg The perpetrator’'s father made the
repayments, and the perpetrator was fired fronchiugch.

Moral to Auditor:“We did our confirmations. A bad address issukipS

traces...gotta know where...He’d left in June, fisearyend was September,

we’re there in October. Statements had come bathket bank, but it was not an

issue because the loan was current.”

Moral to ManagementHe got a felony conviction. An agreed upon felony

conviction - all the bonding companies can thed fijour name. If you've got a

felony conviction, you can’t work in a financiaktitution. You're not bondable.”

Story Al: Commitment to the Institution

Financial institution Al has a strong board otdtors. The board consists of individuals
with accounting and information systems backgroumtigy insist on having internal audits
done quarterly throughout the year in conjunctiotin\an external audit. They do not fear firing
a president or other employees if that person iglamg their job. Similarly, the institution’s
president is also a very strong leader. She istihechild in her family and is unmarried with no
children. As a result, she spends a majority oftinee on the institution. She is capable of

performing all duties at the institution, and sloeslithose duties if needed. This is illustrated
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with the following:“She could do everything, and she did do everythii@he has a take control
attitude and is very organized and dominating. Ikinghe was a major supporter of the credit
union movement, which is to serve the underseraed,would never put her institution in
danger.

Moral: “She never had any employees that were smart entougfieal.”

Story B1: Related Parties Not Allowed By Managemenio Hinder Control

Financial institution B1 is an institution wherélzut one or two of the employees are
related. This fact would be seen as a major weakinesvever, strong management compensates
for this weakness. The president at institutiorhB% been working in the financial institution
industry for thirty years. She is very well loveadarespected at her institution. She is an avid
supporter of the credit union movement. Additiopathe addresses related-party work problems
as well as related-party account discrepantiise fixes the problems immediately or has the
related party fix it immediately.She maintains tight controls over the relatedypiagues.
Moreover, she takes audit exceptions or manageocoaminents seriously and follows up on
them as need be.

The institution’s board has an understanding efitldustry and has an employee of a
financial institution insurance bonding companyitsrboard. As a result, that board member has
an extreme interest in making sure internal coataoé in place and working effectively, since
his employer would be subject to the claim if frauals committed. The board is very cognizant
and strict on controls. Finally, the relationshgiikeen the president and the board is positive

and respect runs both ways.
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Moral: “A very strong Board membership. Not going to @alltmo many golf

outings or conventions.”

Story C1: Respect Creates an Internal Control

The president at financial institution C1 came @utetirement to manage the institution.
He was a former accounts receivable head at a tang®ration. He had served on many
financial institution boards and learned a greai.dde has a passion for his work, which shows
and is emitted through his employees. The emplolyaes a great deal of respect for the
president and would not commit fraud for the sinfple they would hurt the president. Partner 1
describes this by sayinf,ve never seen fraud happen in an institution whenanagement is
really well respected...I’'m not saying it can’t happbut I've never seen it. People have so
much respect for him [the president] that they wlottl think about committing fraud.The
employees also work hard and are compensated farrtheir work. The branch manager of this
institution carries a similar work ethic as theguent. As a team, the two are highly respected
and have mutual respect for each other and tredit $they can both perform any aspects of the
institution and are very competent of the compaystem. They both set the tone and expect
others to follow. Financial institution C1 has manternal controls in place and has
compensating controls. The board of directors ideng of diverse individuals who take their
duties seriously. The board frequently will carot their own internal control tests and will
make recommendations. Finally, the board of dirscéamd management create a strong internal

control environment.
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Moral: “Why do they respect him? He’ll get his handsydirtHe can play teller,
grant loans. He'll return checks, repo vehicles.ey’h follow the controls;

they’ll implement, they’ll even monitor them.”

Story D1: Lack of Management Comments Equals Stronginancial Institution

The president at financial institution D1 is org&ad. She has a college degree and is a
supporter of the credit union movement. She wohedwvay from a teller up to president at
financial institution D1:Her husband is a professional and her job is vieves a secondary
income.” She has a strong relationship with the membetiseofinancial institution, can perform
all duties at the institution, and is courteous halpful.“She knows a lot of the members’ names
and can play teller as well as make loans... sherig lands on."Her employees are constantly
busy and rarely have downtime. The board of dimsagomade up of a retired doctors and
hospital administrators who have high expectatidihg board members are constantly in and
out of the institution overseeing operations. Idiadn, the external auditors rarely have
adjustments or management comments; however, wiegmdo, management is quick to correct
any errors or problems.

Moral: “You get vibes...It's called auditor judgment. Oticge she could be

hoodwinking all of us. | am aware of that.”

Story E1: Two Management Styles Create Balance
Financial institution E1 has two different typdsmanagement. The president commands
respect and is not overly liketHe has a bark that is bigger than his biteThe vice president is

a very technical person who is demanding of costrahd‘she could easily go play teller if she
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had to.” She comes down hard on employee insubordinatioa.ifistitution has two CPAs on
staff that can be considered compensating cortbertause a balance between professional
employees and blue-collar employees is forrfi€den there is Mr. X. He is a big goofus who
wouldn’t steal a bone from a dog. You get vibes bout what a person would or wouldn’t
do.” Attimes there can be a rift between managementaoenagement’s opposite
personalities, but it is good in this case becauseates a compensating contf@he thinks
he’'s dumber than a posManagement can perform many of the duties, ad@vessptions
strongly and follows up on exceptions. The boardigdctors is made up of intellectuals;
however, they are not very involved. A chemistjgothief, retired teachers, active teachers and
a practicing accountant make up the board. Therlaai of the board is an accountant who
understands the accounting and regulatory envirohofehe industry.
Moral: “People don'’t really like the V-P, but they respeetr and know she
would come down hard.”
RESULTS
The content analysis of the fraud stories yield®agegral recurring characteristics that are
presented in Table 1. The most common recurringacheristic that occurred in each of the
fraud stories was that the perpetrator was undantial pressure. In addition all five fraud
cases had some kind of internal control issue. Adseach there was a lack of segregation of
duties, which in four of the five cases was dua small number of employees. In four of the
stories the perpetrators had expressed dissaisfdotthe auditor either with the institution,
management, or the board. Also for four stories,dpouse was a contributing factor due to
medical conditions, addiction, or job stability. ¥kemanagement was found in three of the

stories. Management that was too lenient, environiswith a weak or uneducated board of
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directors, uneducated management, and managenagebtild not perform daily duties was
found recurring in two or less of the fraud stari@he aforementioned findings suggest that
auditors must talk to the people in the institusitimey are auditing because some of the recurring
findings such as financial pressures and dissatisfawith the institution may only be revealed
through casual conversation.

The content analysis of the non-fraud stories lea@rsl recurring characteristics, which
are presented in Table 2. The most common recuchagacteristic specified in all five non-
fraud stories was the presence of an intelligeatified board. There is a compensating control
system for internal control weaknesses when thedosanore aware of risk areas. Four of the
five non-fraud stories shared two common charastiesi management could perform all duties
and strong control systems were present. Detearterftaud are inherent in management being
able to recognize possible discrepancies due tw errfraud, and strong internal controls to
decrease the financial institution’s exposure amdr opportunities.

An active board of directors, support for the cregiion movement, respect between
management, employees and the board of directadsnanagement who follow up on audit
exceptions were the next characteristics to bednotéhree of the five non-fraud stories.
Supporting the credit union movement was a findiveg would never have been found on any
grounded assessment tool, but it is logical becpussdents who support the credit union
movement are driven to have success in their fiaamstitution so that they can serve the
underserved. A mutual respect in the organizasangontrol strength because employees are
less likely to have animosity toward the finanamedtitution creating an environment with fewer
rationalization possibilities. Management with asan to follow up on audit exceptions is more

likely to run an institution with tighter controdésnd fewer opportunities available for

230



Journal of Forensic & Investigative Accounting
Vol. 4, Issue 2, 2012
perpetrators. Finally, strong management and ozgéion of employees’ desks and vital report
documents are characteristics that were presdwniof the financial institutions.

The PPC fraud risk factors assessment tool wak asa grounded assessment tool
analysis due to existing and convenient accedsettobl. Due to copyright issues, this tool is
not reproduced here, but the checklist used wislIdirectly from the published material
(Carmichael and Griffith, 2005). Any convenienhtol checklist related to the financial
serviced industry might have served a similar psepthis assessment tool only exposed fraud
risk factors for the misappropriation of assetauttulent financial reporting was not included in
the study. Using the PPC assessment tool helpgubdutpe findings that emerged through the
content analysis by having a structured checkbishft, so that any risk factors that were not
found in the content analysis would be discoveretthé grounded assessment tool analysis.

There were a total fifty eight possible fraud rHaktors identified by the assessment tool.
The fraud risk factor breakdown is separated asheelegs of the fraud triangle; these included
six factors for attitudes/rationalizations, ninettas for incentives/pressures, and forty-three for
opportunity. The results of this analysis areudeld in Table 3, for each leg of the fraud
triangle, and the total fraud risk factors.

Nine possible fraud risk factors were identifiedhe assessment tool for analyzing
incentives/pressures. Four of the fraud firms lmaele or more incentive/pressure factors present,
whereas three of the non-fraud firms had two @& fastors. Incentive/pressure fraud risk factors
occurred at a greater frequency in fraud settimgsthen in non-fraud institutions. The most
common incentive/pressures risk factor for bothudrén = 5) and non-fraud stories (n = 3) was
financial pressures due to various circumstancag;hwalidated the characteristic previously

found as prevalent in all five institutions in theneral content analysis reported in Table 1.
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Failure to receive promotions or other rewards wras factor that occurred in three of the fraud
stories and only one of the non-fraud stories. gdesibility of merger was a factor for both one
fraud and one non-fraud story; this factor haderoérged in the general content analysis of the
stories.
There were forty-three possible fraud factors @nésd in the opportunity section of the
PPC assessment tool. It is understandable thairtymity is the highest number of possible
fraud risks, because closing opportunity is a pnntaol of deterring fraud used by management
and auditors. The results of this analysis indd&ach fraud story had at least eleven
opportunity risk factors present, while, non-fradries had three or fewer identified. All
instances known to have fraud present had incrdasgdency of opportunity fraud risk factors
than non-fraud situations. Lack of screening fdr gpplicants and enforcing mandatory
vacations were risk factors found in each fraudystdot enforcing mandatory vacations was the
weakness that helped conceal the fraud in frawh@ial institution C. Job applicant screening is
a good preventative fraud measure; since all op#drpetrators in the fraud stories were
convicted of a felony (one conviction is still pémg), those charges will surface in a background
check. Lack of job screening was also presentdor 6f the five non-fraud stories. One reason
is that smaller institutions have a harder timeotihg background check information or do not
want to spend the money on those measures. Lassgoégation of duties, independent
statement mailing, periodic confirmation by otheart a loan officer, dormant or inactive
accounts, and timely reconciliation of asset actowrere risks present in four out of the five
fraud financial institutions. It is very importafar financial institutions to have compensating
controls for small staff sizes and that board mamsbe active in monitoring controls when

possible.
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There were six possible fraud risk factors idésdifin the assessment tool for
attitudes/rationalizations section. Each fraud filtostrated between two and four
attitudes/rationalization risk factors; only thi&ehe five non-fraud firms had even a single risk
factor. Consequently, fraud financial institutidresse substantially more fraud risk factors in
attitudes/rationalizations than non-fraud finanaskitutions. Employee disregard for internal
controls designed for prevention/detection of mgapriation was the fraud risk factor noted in
each fraud story. The next most common (4 outstbfies) was dissatisfied employees having
access to assets susceptible to misappropriatf@ndn-fraud financial institutions in two
separate cases also noted employees with difficadtiyntaining minimum balances in their
accounts; however, there were compensating consath as segregation of duties or board
oversight to alleviate the fraud risk possibility.

The summary of total frequency of all fraud riskttas is presented in Table 3. Each
fraud story noted in total between eighteen anahtyiraud risk factors out of fifty-eight
possible. On the other hand, each non-fraud stalgyyrmted in total three to five fraud risk
factors. What can the frequency of fraud riskdestell us about the likelihood of fraud? In all
instances where fraud was found, 31 to 34% of ptessfiaud risk factors according to an
industry assessment tool were able to be identifiéhere there was no fraud known to exist, an
independent verification of fraud risk factors icatied the existence of only five to eight percent
of the possible fraud risk factors. Understandmagd risk factors is obviously important in

understanding why fraudulent situations occur.

STRENGTHS, LIMITATIONS, AND FUTURE RESEARCH
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This study is the first of its kind to utilize eibgraphic tools in the understanding of
fraud within financial institutions. Throughout tetory analysis, it was evident that knowing the
client and the environment was helpful in detecangd learning from fraud occurrences. A
benefit of using an ethnographic approach is thairtg such “thick description” enables a
deeper understanding of fraud scenarios that mélease dialogue among auditors. Thus, this
technique of storytelling and resultant findings t@come a learning tool for new and
experienced auditors. Indeed since the completidhi®work, one author has adapted her
auditing style in subtle ways. One example is campganstitution policy pertaining to vacation
with institutional practices. Another was an awasnof how in just making conversation with a
client about how hot it was, uncovered the fact tha worker being interviewed lived
somewhere that does not have air conditioning (ples&lentification of risk factor of incentive
or pressure). A second strength of this studyisng first-hand details explaining the
perpetration activities and events surroundingtiéweds. This is important, because as
previously acknowledged, often such events are dejet within organizations. A third strength
was having two colleagues review the emerging caragealysis findings, as well as Partner 1
reviewing the grounded assessment findings subsetmaéis telling of the stories (this was
done weeks after his stories had been previoustyrded). This increased the validity of the
results, which can be a concern of interpretivéedtinces within ethnographic research. Final
strengths include the two analysis methods (gemergkent analysis followed by grounded
assessment) and concluding similar findings; thesdased face validity.
Admittedly, collecting the stories from a singledé partner was a study limitation,
because the selection of institutions was contlddg Partner 1 and the stories were told from

his point of view. However, Partner 1 has expemendraud detection and in the financial
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institution area. He tried to pick fraud finanadmstitutions with unique fraud stories and
matched them with non-fraud financial institutiomish similar traits such as asset size and
number of employees. Another study limitation waes difficulty inherent in hearing about the
stories “after the fact”. For example, if the fdaoad not yet been uncovered, would the content
analysis using the grounded assessment tool igiehéfrisk factors in the same way? The
answer is no, but the purpose of this researchneithe same as one aim in auditing which is
prevention or detection of fraud. Instead thi®aesh was undertaken to address questions of
how and why fraud took place, to facilitate a deepwlerstanding of fraud risk factors.

Future research in fraud risk factors might exptre sample to include financial
institutions with fraudulent financial reportingkifactors. The analysis could be done on
financial institutions with varying sizes in termbnet assets and/or number of employees to
determine differing patterns and characteristicst &sets size was not a factor in selection or
analysis in this study. Analysis could considerfetent industry or stay with the same industry
and collect fraud and non-fraud stories from vasisaasoned external auditors or internal
auditors. Future researchers should consider theutlies involved with content analysis theme
finding. In this instance the authors chose to docainded assessment tool analysis due to
existing and convenient access to the PPC tool cdnvenient control checklist related to an
industry being investigated may serve to reaffinm general content analysis findings, although
the specific number of possible factors, and rastifindings might change. In this case the
authors believe performing both analyses helpeatifawtors that were unable to be found in the
general content analysis or vice versa. For exanople insight from the qualitative research

analysis of story themes that emerged pertainsftomal knowledge that a seasoned auditor can
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elicit. An advantage of the grounded assessmehwa® increased thoroughnessd

consistency of potential issues.

CONCLUSION

The present study not only revealed the answireoesearch question, but it also
provided several morals for management, auditois pmtential fraudsters. The morals of this
study for managers pertain to establishirigecent control environment.The morals can be
summarized directly from the words of Partnef\WWhat does management do with your
exceptions? Especially big ones. Do they come dw#th on the employees? Do they establish
more controls? Do they find out how the controks #xisted were violated? And change those
policies and procedures so it doesn’t happen again?

Insights for auditors are suggested in the batanof tradeoffs inherent in maintaining
professional skepticism and yet fully knowing thiertt. In the taped interviews, Partner 1
repeatedly talked about maintaining professionapskism. In fact, as a result of the audit
failure in fraud story C, Partner 1 is more profesally skeptical today. Auditors are required
by SAS No. #99 to be professional skeptics, arglghidy showed the importance of asking the
client again or looking at a few more source doaushentil the auditor is satisfiedOtur
strength will come from verification. Verify. VerilVerify.” In addition, auditors should not only
be concerned with tying out the account balancest won’t always show up in the numbers.”
The auditor should also have casual conversatiathstiae client and employees of the client.
“Rule 101 in auditing is know thy clientBy doing so, the auditor can learn possible rigaar
in the financial institutions and transactions thiaduld subsequently be tested more thoroughly.

Being more willing to make conversation with a otiand employees helps auditors evaluate
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possible risk factors; for example, if the audhears employees complain about financial
pressures. With a little conversation the auditarld learn why the employee has financial
pressures and assess fraud risk factors accordidglyever, there is a Catch-22 here. There is
a delicate balancing act between knowing a cliafftcgently and the risk of compromising
one’s professional skepticism. This situationusimarized in the irony expressed by Partner 1
of “familiarity breeding contentment.”

Is there an answer to this tradeoff? Partneralnsanaging partner of a firm with six
employees and three partners. He felt partneriootatas a major risk area for his firm because
“new eyes”were not performing the audit; however, he alsbifelas difficult to achieve due to
a lack of partners to be able to rotate and the db€lient knowledge through the rotation. As a
result, Partner 1 suggests small audit firms camngiotating sections of an audit so that new eyes
are looking at different parts of the institution.

Finally, a moral of the stories for future perpédrs is that sooner or later synchronicity
will reveal fraud. Three of the five fraud storigsre partially revealed due to synchronistic
events such as the relative dying in story C, tiesident walking by the desk of the perpetrator
in story D, and the angry person in story E conmptey about not having a loan. Perpetrators
will eventually be caught and then will face th@sequences. Four of the five perpetrators were
convicted on felony charges with one perpetrattualy serving time in prison, with one case
still pending. All of the perpetrators were fordedbay restitution. In the future, perpetrators
should be faced with tougher penalties, which agllp deter fraudulent acts.

Financial institution boards of directors, presitde employees, and auditors should
evaluate fraud risk factors and analyze the impétie frequency of fraud risk factors in the

financial institution. In addition, auditors shdkeep their professional skeptitat” on during
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an audit and should not allow a fraudster to cldwadr judgment with either complaints or
seemingly religious or righteous behavi6fhe reason | had never met him [loan officer fraud

perpetrator in Story E] was that Jesus had alreadlfed him back to the ministry.”
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TABLE 1 Recurring Characteristics in Fraud Financial Institutions

Recurring Characteristic F of Fraud Financial
institutions  Institutions
Perpetrator under financial pressure 5 A B D E
Internal control issues 5 A B C D E
Lack of segregation of duties 5 A B @O E
Small number of Employees 4 A B DE
Employee dissatisfaction/complaints 4 A B O
Spouse contributing factor 4 A B C D
Weak management 3 C D E
Reliant/lenient management 2 C D
Weak board of directors/not performing duties 2 A D
Uneducated manager 1 A
Uneducated board of directors 1 B
Management could not perform everyday duties 1 C

!Data Elements labeled A—E refer to the correspanffiud stories, as presented in the paper
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TABLE 2 Recurring Characteristics in Non-Fraud Financial Institutions

Recurring Characteristic #of  Non-Fraud Financial

institutions  Institutiong

Intelligent/qualified board of directors 5 Al 1B C1 D1 E1
Management can perform everyday duties 4 Al Cl D1 E1
Strong controls 4 Al Bl C1 El
Active board of directors 3 Al B1 D1
Supported the credit union movement 3 Al Bl D1

Mutual respect managers/employees/board 3 Bl C1 E1l
Followed up on audit exceptions 3 Bl D1 E1
Organized 2 Al D1
Strong management 2 Al C1l

'Data Elements labeled A1—E1 refer to the corresimgndon-fraud stories, as presented in the
paper
“clean office and desk, always ready for auditorerereport or document has its own place
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TABLE 3 Numbers of risk factors identified in Fraud and Non-Fraud firms

Fraud Firm$ Non-Fraud Firm5

A B C D E Al Bl1 Ci1 D1 E1
Incentives/Pressures
Risk Factor Frequencies 4 3 4 3 2 0 2 1 0 2
(possible risk factors n = 9)
Opportunity
Risk Factor Frequencies 11 15 11 13 13 3 2 2 3 1
(possible risk factors n = 43)
Attitude/Rationalization
Risk Factor Frequencies 3 2 4 3 3 0 1 1 0 1
(possible risk factors n = 6)
Total
Risk Factor Frequencies 18 20 19 19 18 3 5 4 3 4

(possible risk factors n = 58)

'Data Elements labeled A—E and A1—E1 refer to threesponding fraud and non-fraud
stories, as presented in the paper
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